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Ingredient I: CPRF for Inner-Products
Constrained Pseudorandom Function (CPRF) [BW13][KPTZ'13][BGI'14]

CPRFs have an additional constrain functionality for a class of circuits C:

Q -emm- Q

Master PRF Key Constrained PRF Key

PRF (o=, z)forall z € X where C'(z) = 0

[Constrained key can be used to evaluate]
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Ingredient I: CPRF for Inner-Products

0 authorized
K-b = C(z) = {1 unauthorized

msk SkC

Correctness: If C'(z) = 0then PRF (msk,x) = PRF (sk¢, )

Pseudorandomness: If C'(x) # 0then PRF (msk, x)is pseudorandom given sk
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For efficiency: Use CPRF with inner-product predicate
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Ingredient I: CPRF for Inner-Products

For efficiency: Use CPRF with inner-product predicate

C(x) = (z,x) € R wherez,x € R

We use the random-oracle based CPRF construction of [S'24]
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Ingredient lI: “Inner-Product Membership” PRF

BIPSW weak PRF candidate: [BIPSW13]
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Ingredient lI: “Inner-Product Membership” PRF

BIPSW weak PRF candidate; [BIPSW'18]
fx (x) := [(k,x) mod 6}J2
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Ingredient lI: “Inner-Product Membership” PRF

BIPSW weak PRF candidate; [BIPSW'18]
fk (x) := [(k,x) mod 6 |5
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Ingredient lI: “Inner-Product Membership” PRF

BIPSW weak PRF candidate; [BIPSW'18]
fk (x) := [(k,x) mod 6 |5

fx(x) =0 < (k,x) mod 6 € {0,1,2}
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Ingredient lI: “Inner-Product Membership” PRF

BIPSW weak PRF candidate; [BIPSW'18]
fk (x) := [(k,x) mod 6 |5

fx(x) =0 < (k,x) mod 6 € {0,1,2}

fkx(x) =1 <« (k,x) mod 6 € {3,4,5}
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QuietOT: The main ingredients

CPREF for
Inner-Products

Weak PRF
Candidate

Public-key Setup
(described later)
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Idea: Use a PRF as the constraint predicate

0 authorized
K g g 1 unauthorized

msk Skc
0 authorized
A PRF fk(x) — {1 T
A pseudorandom subset of the CPRF ulnautnorize
domain is authorized.

fk(0) =0  fr(1) =1
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0 authorized
K g g 1 unauthorized

msk Skc
0 authorized
A PRF fk(x) — {1 T
A pseudorandom subset of the CPRF ulnautnorize
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Idea: Use a PRF as the constraint predicate

0 authorized
K g g 1 unauthorized

msk Skc
0 |authorized
A PRF fk(x) — {1 horized
A pseudorandom subset of the CPRF unautnorize
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Idea: Use a PRF as the constraint predicate

0 authorized
K g g 1 unauthorized

msk Skc
0 |authorized
A PRF fk(x) — {1 horized
A pseudorandom subset of the CPRF unautnorize
domain is authorized.

RO =0 fr()=1 £fE2) =1 £fEB) =0 f(4) =0

v’ X X V
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Idea: Use BIPSW weak PRF as the predicate

0 authorized
K-b = C(z) = {1 unauthorized
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BIPSW weak PRF [(k,x) |5 = {0 authorized J

1 unauthorized
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Idea: Use BIPSW weak PRF as the predicate

0 authorized
K g g 1 unauthorized

msk Skc

1 unauthorized

BIPSW weak PRF [(k,x) |s = {0 authorized ]

Problem: inner-product predicate isn’t powerful enough

103



Idea: Use BIPSW weak PRF as the predicate

0 authorized
K-b = C(z) = {1 unauthorized

msk Skc

1 unauthorized

BIPSW weak PRF [(k,x) |s = {0 authorized J

Solution: use many constrained PRFs!
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OT Extension using CPRF + BIPSW weak PRF
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OT Extension using CPRF + BIPSW weak PRF
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OT Extension using CPRF + BIPSW weak PRF
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OT Extension using CPRF + BIPSW weak PRF
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OT Extension using CPRF + BIPSW weak PRF
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OT Extension using CPRF + BIPSW weak PRF

Alice

(msko, msky, msky)

(msks, msky, msks)

Master CPRF keys

- o
e O
-

A
Bob

k
(sko, skq,skz)
(sks, skq, sk )

115



OT Extension using CPRF + BIPSW weak PRF

For a public, random input X:

i
Alice Bob
(mskg, msky, mskj) k

(sko, skq,skz)

msks, msks, msk
(msks ) ) (sks, skq, sk )

116



OT Extension using CPRF + BIPSW weak PRF

For a public, random input X:

ag := PRF (mskg, x)
@ a; := PRF (msky, x) ==
as := PRF (msk,, x) P
Alice a3 := PRF (msks, x) Bob
(msko, msky, msko) a4 := PRF (msky, x) k
(msks, msks, msks) as := PRF (msk5, X) (sko, ski, ska)

(sks, skq, sk )
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OT Extension using CPRF + BIPSW weak PRF

For a public, random input X:

ag := PRF (mskg, x)
@ a1 := PRF (msky, x) .
gy := PRF (msky, x) | (kx)mod6 =4 =
Alice a3 := PRF (msks, x) Bob
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(sks, skq, sk )
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OT Extension using CPRF + BIPSW weak PRF

For a public, random input X:

ag := PRF (mskg, x)
@ a; := PRF (msky, x) ==
ay := PRF (msky, x) | (ox)mod6 =4 =
Alice a3 := PRF (msks, x) ay := PRF (skq4, %) Bob
(msko, msky, msky) @4 := PRF (msky, x) k
(msks, msks, msks) as := PRF (msk5, X) (sko, ski, sko)
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OT Extension using CPRF + BIPSW weak PRF

For a public, random input X:

ag := PRF (msky, x)
@ a; := PRF (msky, x) ==
ay := PRF (msky, x) | (ox)mod6 =4 =
Alice as := PRF (msks, x) a4 := PRF (skg, %) Bob
(msko, msky, msky) a4 := PRF (msk4, X) k
(msks, mskq, msks) @ := PRF (msk5, X) (sko, sky, ko)

(sks, skq, sk )
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OT Extension using CPRF + BIPSW weak PRF

For a public, random input X:

ag := PRF (mskg, x)
@ a; := PRF (msky, x) ==
ay := PRF (msky, x) | (ox)ymod6 =1 =
Alice as := PRF (msks, x) a1 := PRF (skq, x) Bob
(msko, msky, msko) a4 := PRF (msky, x) k
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OT Extension using CPRF + BIPSW weak PRF

For a public, random input X:

ag := PRF (msky, x)
@ a; := PRF (msky, x) ==
ay := PRF (msky, x) | (lox)mod6 =1 =
Alice as := PRF (msks, x) a1 := PRF (skq, x) Bob
(msko, msky, msky) a4 := PRF (msky, x) k
(msks, msks, msks) ags := PRF (msk5, X) (sko, ski, sko)

(sks, skq, sk )

I
I
1
1
I
I
1
1
I
I
1
1
I
I
1
1
I
I
1
1
I
I
1
1
I
I
1
1
I
1 122
1



OT Extension using CPRF + BIPSW weak PRF

For a public, random input X:

ag := PRF (mskg, x)
@ a; := PRF (msky, x) ==
gy := PRF (msky, x) | (kx)mod6 =2 =
Alice as := PRF (msks, x) as := PRF (sky, x) Bob
(msko, msky, msko) a4 := PRF (msky, x) k
(msks, mskq, msks) a5 := PRF (msks, x) (sko, ski, ska)

(sks, skq, sk )
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OT Extension using CPRF + BIPSW weak PRF

For a public, random input X:

ag := PRF (msky, x)
@ a; := PRF (msky, x) ==
ay := PRF (msky, x) | (lox)mod6 =2 =
Alice as := PRF (msks, x) as := PRF (sky, x) Bob
(msko, msky, msky) a4 := PRF (msky, x) k
(msks, msks, msks) as := PRF (msk5, X) (sko, ski, sko)

(sks, skq, sk )
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Random-bit OT

Theorem [Beaver’96]: If there exists a random-bit

OT protocol with R rounds, then there exists a
chosen-bit OT protocol with R rounds.




Getting random-bit OT

In random-bit OT, Bob does not get to set the “choice bit” b
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Getting random-bit OT

In random-bit OT, Bob does not get to set the “choice bit” b

Alice

(mo, ml)

(a'07 ai, 0,2)

(&3, Qay, CL5)

Computed using the CPRFs

b

Bob

> (c, ac)
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Getting random-bit OT

In random-bit OT, Bob does not get to set the “choice bit” b

Alice

(mo, ml)

(a'07 ai, 0,2)
(&3, Qay, CL5)

(ap ® mo, a1 ® mg,az G my)
(ag & mi,aq4 & mi,a5 B my)

>

o)
o)

b

Bob

(¢, ac)
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Getting random-bit OT

In random-bit OT, Bob does not get to set the “choice bit” b

(@0 ® mo, a1 & mo, az G my)

- o
e O

(ag & mi,a4 ®my,as P mq) -
Alice > Bob
(m07 ml)
(0,0,0,1,0,2)
c, a
(&3,(14,&5) ( C)

my = (Mmp @ a.) ® a.
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Getting random-bit OT

In random-bit OT, Bob does not get to set the “choice bit” b

(a0 ® mo, a1 & mo,az @ my)

- o
e O

(ag & mi,a4 ®my,as P mq) -
Alice > Bob
(m07 ml)
(0,0,0,1,0,2)
2
(&3,(14,&5) ( 70’2)

mo = (mo ® az) D as
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Getting random-bit OT

In random-bit OT, Bob does not get to set the “choice bit” b

(@0 ® mo, a1 & mo, az G my)

- o
e O

(ag & mi,a4 ®my,as P mq) -
Alice > Bob
(m07 ml)
(0,0,0,1,0,2)
(&3,(14,&5) (3’ a’3)

my = (m1 ® a3) ® a3
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Obtaining a public-key setup

Trusted Setup

(ky x) mod 6 — 0 ‘\

Sko
Alice ((k, x) mod 6) — 1 ‘\
(msko, msky, msky) sk

(msks, msky, msks)

T e
A
Bob

k
(sko, skq,skz)
(sks, skq, sk )



Obtaining a public-key setup

Alice

(msko, msky, msky)

(msk3, msky, msks)

Non-Interactive Setup

L -
o O
\ -

Bob

k
(sko, skq,skz)
(sks, skq, sk )



Obtaining a public-key setup

Non-Interactive VOLE
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Obtaining a public-key setup

Constrained PRF for Inner-Product Predicates [S'24]
Let H : R x RY — ) be arandom oracle (RO).
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Obtaining a public-key setup

Constrained PRF for Inner-Product Predicates [S'24]
Let H : R x RY — ) be arandom oracle (RO).

KeyGen( 1) Constrain(msk, k):

R _, R
1. Z2g+— R 1. A+ R
2. Z1 - — Zo — Ak
2. Return msk := zg 3. Return sk, 1= zq

Eval( msk, x): CEval( sk, ,x):

1. k:= <Z0,X> 1. k:= <Z1,X>
2. Return H (k,x) 2. Output H (k,x)




Obtaining a public-key setup

R ), R
7o <— R AR ~ o
Z1 .-— Zg — Ak .,_,.
A
Alice Bob

R
AR k € Rt
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Obtaining a public-key setup

R _, R
7o — R A+—TR
Z12:Z0—Ak °.°

Alice Bob

AER k € R
« Non-Interactive VOLE <
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Obtaining a public-key setup

Z1 .-— Zg — Ak B

«— k eR!

Non-Interactive VOLE
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Obtaining a public-key setup

R _, R
Zo < R A+—TR ——
Z1::Z0—Ak ._-,.
A
Bob

«— k eR!

Non-Interactive VOLE
— —_— Z1
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Obtaining a public-key setup

R _, R
Zo < R A+—TR ——
Z1::Z0—Ak ._-,.
A
Bob

«— k eR!

Non-Interactive VOLE
— —_— Z1

Zg —Z1:A°k
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Obtaining a public-key setup

Previously known from group-based
assumptions (e.g., [OSY’21]).
We give the RingLWE construction

of Non-Interactive VOLE

Non-Interactive VOLE

ZO—Z1:A°k 144



Implementation and Evaluation



Implementation and Evaluation

Artifact Badges: Available, Functional, and Reproduced.

https://github.com/sachaservan/QuietOT



Protocol OT/s Bits/OT
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Protocol OTl/s Bits/OT
SoftSpokenOT 44,443,000 32

148



Protocol OTls Bits/OT
SoftSpokenOT 44,443,000 32
SoftSpokenOT 76,000 8
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Protocol OT/s Bits/OT
SoftSpokenOT 44,443,000 32
SoftSpokenOT 76,000 8
RRT 6,856,000 3
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Protocol
SoftSpokenOT
SoftSpokenOT
RRT
F4OLEAGE

OT/s
44,443,000
76,000
6,856,000
25,000,000

Bits/OT
32
38
3
3
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Protocol

SoftSpokenOT
SoftSpokenOT
RRT
F4OLEAGE

OTl/s

44,443,000
76,000
6,856,000
25,000,000

Bits/OT Sender @ Receiver
PK Size @ PK Size

32
8 No Public
3 Key Setup
3
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Protocol

SoftSpokenOT
SoftSpokenOT
RRT
F4OLEAGE

OSY

OTl/s

44,443,000
76,000
6,856,000
25,000,000

Bits/OT

32

Sender @ Receiver
PK Size @ PK Size

No Public
Key Setup

50 KB 1 KB
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Protocol

SoftSpokenOT
SoftSpokenOT
RRT
F4OLEAGE

OSY
BCMPR

OTl/s

44,443,000
76,000
6,856,000
25,000,000

12,000

Bits/OT

32

Sender @ Receiver
PK Size @ PK Size

No Public
Key Setup

50 KB 1 KB
63 KB 72 KB

154



Protocol

SoftSpokenOT
SoftSpokenOT
RRT
F4OLEAGE

osY
BCMPR
QuietOT

OTl/s

44,443,000
76,000
6,856,000
25,000,000

1
12,000
561,000

Bits/OT

32

Sender @ Receiver
PK Size @ PK Size

No Public
Key Setup

50 KB 1 KB
63 KB 72 KB
5.4 MB 84 KB
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Protocol

SoftSpokenOT
SoftSpokenOT
RRT
F4OLEAGE

OSsY

BCMPR
QuietOT
QuietOT (AVX3)

OTl/s

44,443,000
76,000
6,856,000
25,000,000

1
12,000
561,000
1,265,000

Bits/OT

32

w

N N W W

Sender
PK Size

Receiver
PK Size

No Public
Key Setup

50 KB
63 KB
5.4 MB
5.4 MB

1 KB
72 KB
84 KB
84 KB
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Protocol

SoftSpokenOT
SoftSpokenOT
RRT
F4OLEAGE

OSsY

BCMPR
QuietOT
QuietOT (AVX3)

OTl/s

44,443,000
76,000
6,856,000
25,000,000

1
12,000
561,000
1,265,000

Bits/OT

32
38

w

N N W W

Sender @ Receiver
PK Size @ PK Size

No Public
Key Setup

For context, average

website is 2MB in size

5.4 MB 84 KB
5.4 MB 84 KB
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A lot more in the paper!

e Another construction using a different weak PRF candidate
e A “nearly-black-box” two-round OT extension in the ROM
e A RingLWE-based Non-Interactive VOLE protocol

e Pre-computability and other nice features

Open questions:

e Malicious security?
e Can we reach 50,000,000 OT/s with a public key setup?
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