
QuietOT:
Lightweight Oblivious Transfer

with a Public-Key Setup

Joint work with
Geoffroy Couteau, Lalita Devadas, Srinivas Devadas, and Alexander Koch

Sacha Servan-Schreiber



2

Secure Computation

BobAlice



Private Inputs

3

Secure Computation

BobAlice



Private Inputs

4

Secure Computation

Want:
BobAlice



5

Secure Computation

BobAlice



6

Secure Computation

BobAlice



7

Secure Computation

BobAlice



8

Secure Computation

Alice learns 

BobAlice



9

Secure Computation

BobAlice



10

Secure Computation

BobAlice



11

Secure Computation

BobAlice



12

Secure Computation

BobAlice



13

Secure Computation

BobAlice



14

Secure Computation

BobAlice



15

Secure Computation

BobAlice

Only reveals:



16

Secure Computation

BobAlice



The Preprocessing Model



BobAlice

18

Preprocessing Model



BobAlice

19

Preprocessing Model

Expensive Operations



20

Correlated 
Randomness

Preprocessing Model

BobAlice



21

Correlated 
Randomness

Preprocessing Model

Cheap Operations

BobAlice



22

Correlated 
Randomness

Preprocessing Model

Cheap Operations

BobAlice



23

Preprocessing Model with a Public-Key Setup

Cheap Operations

BobAlice



This talk: Fast oblivious transfer with QuietOT

Overview



This talk: Fast oblivious transfer with QuietOT

Overview
● Background on oblivious transfer



This talk: Fast oblivious transfer with QuietOT

Overview
● Background on oblivious transfer
● Background on OT extension



This talk: Fast oblivious transfer with QuietOT

Overview
● Background on oblivious transfer
● Background on OT extension
● QuietOT framework 



This talk: Fast oblivious transfer with QuietOT

Overview
● Background on oblivious transfer
● Background on OT extension
● QuietOT framework 
● Evaluation 



Oblivious Transfer



Oblivious Transfer

BobAlice

30



BobAlice

31

Oblivious Transfer



Wants:

BobAlice

32

Wants:

Oblivious Transfer



Wants:

BobAlice

33

Wants:

OT Protocol

Oblivious Transfer



Oblivious Transfer for secure computation

BobAlice

34



BobAlice

35

Secure Computation

Oblivious Transfer for secure computation



Wants:

BobAlice

36

Wants:

Secure Computation

Oblivious Transfer for secure computation



Wants:

BobAlice

37

Wants:

OT

OT

OT

OT

OT

OT

OT

OT

OT

OT

Secure computation: “Under the hood”

Oblivious Transfer for secure computation



Oblivious Transfer for secure computation

Wants:

BobAlice

38

Wants:

OT

OT

OT

OT

OT

OT

OT

OT

OT

OT

Secure computation: “Under the hood”

Each OT is computationally expensive 
(requires public-key operations)



Wants:

BobAlice

39

Wants:

OT

OT

OT

OT

OT

OT

OT

OT

OT

OT

Oblivious Transfer for secure computation

Idea: OT Extension [Beaver’96],[IKNP’03]
1. Compute a small number of OT 
2. “Extend” them to many OTs 



Wants:

BobAlice

40

Wants:

OT

OT

OT

OT

OT

OT

OT

OT

OT

OT

Expensive OTs
(public-key ops)

Oblivious Transfer for secure computation

Idea: OT Extension [Beaver’96],[IKNP’03]
1. Compute a small number of OT 
2. “Extend” them to many OTs 



Oblivious Transfer for secure computation

Wants:

BobAlice

41

Wants:

OT

OT

OT

OT

OT

OT

OT

OT

OT

OT

Idea: OT Extension [Beaver’96],[IKNP’03]
1. Compute a small number of OT 
2. “Extend” them to many OTs 

Cheap OTs
(symmetric-key ops)



OT Extension



43

BobAlice

OT Extension 



44

BobAlice

OT Extension 

OT OT OT



45

BobAlice

OT Extension 

OT OT OT

A few OTs



46

BobAlice

OT Extension 

OT OT OT

A few OTs



47

BobAlice

OT Extension 

OT OT OT

Many Pseudorandom 
OT Correlations

A few OTs



48

BobAlice

OT Extension 

OT OT OT

Many Pseudorandom 
OT Correlations

A few OTs



49

BobAlice

OT Extension 

OT OT OT

Many Pseudorandom 
OT Correlations

A few OTs



50

BobAlice

OT Extension 

OT OT OT

Many Pseudorandom 
OT Correlations

A few OTs



51

BobAlice

OT Extension 

OT OT OT

Many Pseudorandom 
OT Correlations

A few OTs



OT Extension with a public-key setup 

52

BobAlice

OT OT OT



53

BobAlice

OT Extension with a public-key setup 



54

BobAlice

Many Pseudorandom 
OT Correlations

OT Extension with a public-key setup 



55

BobAlice

Many Pseudorandom 
OT Correlations

OT Extension with a public-key setup 



56

BobAlice

Many Pseudorandom 
OT Correlations

OT Extension with a public-key setup 



57

BobAlice

Many Pseudorandom 
OT Correlations

“Diffie–Hellman” 
for OT extension

OT Extension with a public-key setup 



QuietOT Framework



QuietOT: Communication model and syntax

BobAlice

59



BobAlice

Small Correlated Keys

60

QuietOT: Communication model and syntax



BobAlice

Small Correlated Keys

Locally generate many 
pseudorandom “OTs”

61

QuietOT: Communication model and syntax



62

QuietOT: The main ingredients



63

CPRF for 
Inner-Products

QuietOT: The main ingredients



64

CPRF for 
Inner-Products

Non-Interactive VOLE

QuietOT: The main ingredients



65

CPRF for 
Inner-Products

Non-Interactive VOLE

Weak PRF 
Candidate

QuietOT: The main ingredients



66

CPRF for 
Inner-Products

Non-Interactive VOLE

Weak PRF 
Candidate QuietOT

QuietOT: The main ingredients



67

CPRF for 
Inner-Products

Non-Interactive VOLE

Weak PRF 
Candidate QuietOT

QuietOT: The main ingredients



68

CPRFs have an additional constrain functionality for a class of circuits C:

Constrained Pseudorandom Function (CPRF) [BW’13][KPTZ’13][BGI’14]

Ingredient I: CPRF for Inner-Products



CPRFs have an additional constrain functionality for a class of circuits C:

69

Master PRF Key

Ingredient I: CPRF for Inner-Products
Constrained Pseudorandom Function (CPRF) [BW’13][KPTZ’13][BGI’14]



CPRFs have an additional constrain functionality for a class of circuits C:

70

Master PRF Key

ConstrainC

Ingredient I: CPRF for Inner-Products
Constrained Pseudorandom Function (CPRF) [BW’13][KPTZ’13][BGI’14]



CPRFs have an additional constrain functionality for a class of circuits C:

71

Master PRF Key Constrained PRF Key

ConstrainC

Ingredient I: CPRF for Inner-Products
Constrained Pseudorandom Function (CPRF) [BW’13][KPTZ’13][BGI’14]



CPRFs have an additional constrain functionality for a class of circuits C:

Master PRF Key Constrained PRF Key

ConstrainC

72

Constrained key         can be used to evaluate          
                      for all              where 

Ingredient I: CPRF for Inner-Products
Constrained Pseudorandom Function (CPRF) [BW’13][KPTZ’13][BGI’14]



Constrain

73

Ingredient I: CPRF for Inner-Products



Constrain

74

Ingredient I: CPRF for Inner-Products



Constrain

75

Correctness: If             then  

Ingredient I: CPRF for Inner-Products



Constrain

Correctness: If             then  

Pseudorandomness:  If                    then                    is pseudorandom given 

76

Ingredient I: CPRF for Inner-Products



77

For efficiency: Use CPRF with inner-product predicate 

Ingredient I: CPRF for Inner-Products



For efficiency: Use CPRF with inner-product predicate 

78

Ingredient I: CPRF for Inner-Products



For efficiency: Use CPRF with inner-product predicate 

79

We use the random-oracle based CPRF construction of [S’24] 

Ingredient I: CPRF for Inner-Products



80

CPRF for 
Inner-Products

Non-Interactive VOLE

Weak PRF 
Candidate QuietOT

QuietOT: The main ingredients



81

CPRF for 
Inner-Products

Non-Interactive VOLE

Weak PRF 
Candidate QuietOT

QuietOT: The main ingredients



82

BIPSW  weak PRF candidate: [BIPSW’18]

Ingredient II: “Inner-Product Membership” PRF



83

BIPSW  weak PRF candidate: [BIPSW’18]

Ingredient II: “Inner-Product Membership” PRF



84

Just an inner product

BIPSW  weak PRF candidate: [BIPSW’18]

Ingredient II: “Inner-Product Membership” PRF



BIPSW  weak PRF candidate: [BIPSW’18]

85

Cannot be evaluated as an inner product

Ingredient II: “Inner-Product Membership” PRF



BIPSW  weak PRF candidate: [BIPSW’18]

86

Ingredient II: “Inner-Product Membership” PRF



BIPSW  weak PRF candidate: [BIPSW’18]

87

Ingredient II: “Inner-Product Membership” PRF



BIPSW  weak PRF candidate: [BIPSW’18]

88

Ingredient II: “Inner-Product Membership” PRF



89

CPRF for 
Inner-Products

Non-Interactive VOLE

Weak PRF 
Candidate QuietOT

QuietOT: The main ingredients



90

CPRF for 
Inner-Products

Weak PRF 
Candidate QuietOT

QuietOT: The main ingredients

Public-key Setup
(described later)



Putting things together



Idea: Use a PRF as the constraint predicate

Constrain

92

Inspired by previous constructions 
building OT extension, in particular 
[BCMPR’24]



Constrain

93

Idea: Use a PRF as the constraint predicate



Constrain

94

Idea: Use a PRF as the constraint predicate



Constrain

95

Idea: Use a PRF as the constraint predicate

A PRF



Constrain

96

A pseudorandom subset of the CPRF 
domain is authorized.

Idea: Use a PRF as the constraint predicate

A PRF



Constrain

97

A pseudorandom subset of the CPRF 
domain is authorized.

Idea: Use a PRF as the constraint predicate

A PRF



Constrain

98

A pseudorandom subset of the CPRF 
domain is authorized.

Idea: Use a PRF as the constraint predicate

A PRF



Constrain

99

A pseudorandom subset of the CPRF 
domain is authorized.

Idea: Use a PRF as the constraint predicate

A PRF



Constrain

100

A pseudorandom subset of the CPRF 
domain is authorized.

Idea: Use a PRF as the constraint predicate

A PRF



Constrain

101

A pseudorandom subset of the CPRF 
domain is authorized.

A PRF

Idea: Use a PRF as the constraint predicate



Constrain

102

BIPSW weak PRF

Idea: Use BIPSW weak PRF as the predicate



Constrain

103

BIPSW weak PRF

Idea: Use BIPSW weak PRF as the predicate

Problem: inner-product predicate isn’t powerful enough



Constrain

104

BIPSW weak PRF

Idea: Use BIPSW weak PRF as the predicate

Solution: use many constrained PRFs!



BobAlice

OT Extension using CPRF + BIPSW weak PRF



BobAlice

OT Extension using CPRF + BIPSW weak PRF

Trusted Setup



BobAlice

OT Extension using CPRF + BIPSW weak PRF

Trusted Setup



BobAlice

OT Extension using CPRF + BIPSW weak PRF

Trusted Setup



BobAlice

OT Extension using CPRF + BIPSW weak PRF

Trusted Setup



BobAlice

OT Extension using CPRF + BIPSW weak PRF

Trusted Setup

…



BobAlice

Trusted Setup

…

OT Extension using CPRF + BIPSW weak PRF



BobAlice

Trusted Setup

…

OT Extension using CPRF + BIPSW weak PRF



113

BobAlice
BIPSW weak PRF Key

OT Extension using CPRF + BIPSW weak PRF



114

BobAlice

Constrained CPRF keys for each 
possible inner product value

                  {0,1,2,3,4,5}

OT Extension using CPRF + BIPSW weak PRF



115

BobAlice

Master CPRF keys

OT Extension using CPRF + BIPSW weak PRF



116

BobAlice

OT Extension using CPRF + BIPSW weak PRF
For a public, random input     : 



117

BobAlice

OT Extension using CPRF + BIPSW weak PRF
For a public, random input     : 



118

BobAlice

OT Extension using CPRF + BIPSW weak PRF
For a public, random input     : 



119

BobAlice

OT Extension using CPRF + BIPSW weak PRF
For a public, random input     : 



120

BobAlice

OT Extension using CPRF + BIPSW weak PRF
For a public, random input     : 



121

BobAlice

OT Extension using CPRF + BIPSW weak PRF
For a public, random input     : 



122

BobAlice

OT Extension using CPRF + BIPSW weak PRF
For a public, random input     : 



123

BobAlice

OT Extension using CPRF + BIPSW weak PRF
For a public, random input     : 



124

BobAlice

OT Extension using CPRF + BIPSW weak PRF
For a public, random input     : 



Random-bit OT



Random-bit OT 

Theorem [Beaver’96]: If there exists a random-bit 
OT protocol with R rounds, then there exists a 
chosen-bit OT protocol with R rounds. 
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Artifact Badges: Available, Functional, and Reproduced. 

https://github.com/sachaservan/QuietOT
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A lot more in the paper!
● Another construction using a different weak PRF candidate

● A “nearly-black-box” two-round OT extension in the ROM

● A RingLWE-based Non-Interactive VOLE protocol

● Pre-computability and other nice features 

Open questions: 
● Malicious security? 
● Can we reach 50,000,000 OT/s with a public key setup?



Thank you! 
Email: 3s@mit.edu
ePrint: ia.cr/2024/1079

mailto:3s@mit.edu
http://eprint.iacr.org/2024/1079.pdf
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