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What can we dream of?
Inspired by Diffie-Hellman Key Exchange
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pep < Encodep (y)

f(z,y) < Decodep (y, pey)

10



Impossible for arbitrary functions

Two-round lower-bound for two party computation [HLP’11]
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Impossible for arbitrary functions

Two-round lower-bound for two party computation [HLP’11]
Attack: Compute f(z1,vy), f(z2, v)..., f(xn, y) using the same pep
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Alice Bob

f(xz3,y) + Decode4 (z, pep) f(xz,y) + Decodep (y, pe4)
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Impossible for arbitrary functions

Two-round lower-bound for two party computation [HLP’11]
Attack: Compute f(z1,vy), f(z2, v)..., f(xn, y) using the same pep

-0

?vo y
PN
Alice Bob
f(xz3,y) + Decode4 (z, pep) f(xz,y) + Decodep (y, pe4)

Attack: Alice learns more than just f(a;,y) 16



Possible for “secret shared” outputs
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Possible for “secret shared” outputs

0

Alice

za + zp = f(z,y)

z4 < Decodey (z, pep) zp < Decodeg (y, pey)
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Possible for “secret shared” outputs
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Possible for “secret shared” outputs
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Spooky EncryptionPHRW16]

From LWE or iO

Multi-Key Homomorphic Secret Sharing
From DCR

[CDHJSS’16]
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What can we dream of?

Optimal communication |y| ..
> an 7

Alice > Bob

f(X,y)
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Can we get a “fully succinct” protocol?

lpe,| < (IX|° +|f(X,y)|°) forall o € {A, B}

X i > i ?: Y

Alice Bob

(pe4, sta) < Encodey (f, X) (Pep, stp) < Encodeg (f,y)
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Can we get a “fully succinct” protocol?

lpe,| < (IX|° +|f(X,y)|°) forall o € {A, B}

“Input and Output succinctness”

P€ 4 PE€p - y
> - il
Bob

(pe4, sta) < Encodey (f, X) (Pep, stp) < Encodeg (f,y)
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Assumptions Input Function Comments
Succinct Succinct
Succinct HSS ARS24] LWE / DCR / v/ Vector OLE Functions
SMS (this work) LWE / / All functions
SMS (this work) IO + SSB Hash / / Batch functions
Concurrent work AMR25] LWE v/ v/ Near-optimal

parameters
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Trapdoor hash functions
First construction supporting all functions
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Correlation-Intractable
Hash Functions

Generic compiler from LWE

Trapdoor hash functions
First construction supporting all functions

Succinct Secure Computation
with Long Outputs Rate-1 FHE

Alternative iO-based construction of Generic compiler from any FHE scheme
Hubacek—-Wichs [HW'15] 43



SMS Construction



Ingredient I: FHE from LWE with “nice” decryption

FHE.Decrypt (sk, ct) : [(ct,sk) ],

(ct,sk) = 92 + noise
p
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Ingredient I: FHE from LWE with “nice” decryption

FHE.Decrypt (sk, ct) : [(ct,sk) ],

(ct,sk) = 92 + noise
p

“Near linear decryption”

46



Ingredient Il: GVW Evaluation Algorithms

Building blocks from [GVW’15]:
e EvalPK (crs,C) — Ag.

e EvalCT (crs, Ui, ..., Uy, V1, ..., Vg, C, &) — W(

47



SMS Construction
Getting input succinctness



Building SMS with Input Succinctness
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Building SMS with Input Succinctness
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Building SMS with Input Succinctness
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Hash —> Pey ct := Encrypt (¥, %)

e )
X‘ ™,
A

Alice Bob

52



Building SMS with Input Succinctness
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Building SMS with Input Succinctness
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ct < Eval (f,Xcty)
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Building SMS with Input Succinctness

ct, := Encrypt (&, y) |
2\

> Pé€

Hash (‘X) — Pey ct := Encrypt (%, %) )
X it > = i :': J

Alice Bob

ct < Eval (f,Xcty)

za4 < Magic (th\,é\t)
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Building SMS with Input Succinctness

EvalPK (X) — e

XQ = .= 9%

ct + EvalCT (AX ct,)

Z 4 <— Near linear decryption
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Building SMS with Input Succinctness

58



f:{0,1}P'¢ x {0,135 — {o0,1}
Building SMS with Input Succinctness
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Building SMS with Input Succinctness
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f:{0,1}%'¢ x {0,135 — {o0,1}
Building SMS with Input Succinctness

(' takes as input an FHE ciphertext ct
and computes FHE. Eval (f, X, ct)

« 0

Alice
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f:{0,1}P'¢ x {0,135 — {o0,1}
Building SMS with Input Succinctness

(' takes as input an FHE ciphertext ct
and computes FHE. Eval (f, X, ct)

« 0

Alice

A + EvalPK (crs, C)
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f:{0,1}%¢ x {0,1}*™" — {0,1}

[Ac| = poly (depth (C), A)

“It's very small”

A + EvalPK (crs, C)

o)
o)

b

Bob
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Building SMS with Input Succinctness

(' takes as input an FHE ciphertext ct
and computes FHE. Eval (f, X, ct)

X ¥ - an Y
Bob

Ao + EvalPK (crs, C) sk + FHE. KeyGen (1%)

64



Building SMS with Input Succinctness

(' takes as input an FHE ciphertext ct
and computes FHE. Eval (f, X, ct)

AC )

X > a y
Bob
Ao + EvalPK (crs, C) sk + FHE. KeyGen (1%)

ct < FHE.Enc(sk,y)
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Building SMS with Input Succinctness

(' takes as input an FHE ciphertext ct
and computes FHE. Eval (f, X, ct)

AC )

X > a y
Bob
Ao + EvalPK (crs, C) sk + FHE. KeyGen (1%)

ct < FHE.Enc(sk,y)
s < (1,random) € Zj
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Building SMS with Input Succinctness

(' takes as input an FHE ciphertext ct
and computes FHE. Eval (f, X, ct)

AC ?-?
X > Pro-N y
Bob
Ao + EvalPK (crs, C) sk + FHE. KeyGen (1%)

ct < FHE.Enc(sk,y)
s < (1,random) € Zj
u; = s' A; +ctli] - G + noise, for alli € [a]
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Building SMS with Input Succinctness

(' takes as input an FHE ciphertext ct
and computes FHE. Eval (f, X, ct)
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Bob
Ao + EvalPK (crs, C) sk + FHE. KeyGen (1%)

ct < FHE.Enc(sk,y)
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Building SMS with Input Succinctness

(' takes as input an FHE ciphertext ct
and computes FHE. Eval (f, X, ct)

Ac s s

X A > P Y
Bob
Ao + EvalPK (crs, C) sk + FHE. KeyGen (1%)

ct < FHE.Enc(sk,y)
s < (1,random) € Zj
u; = s' A; +ctli] - G + noise, for alli € [a]
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Building SMS with Input Succinctness

(' takes as input an FHE ciphertext ct
and computes FHE. Eval (f, X, ct)

Ac °s

X > Pro-N y
Bob
Ao + EvalPK (crs, C) sk + FHE. KeyGen (1%)

ct < FHE.Enc(sk,y)
s < (1,random) € Zj
u; = s' A; +ctli] - G + noise, for alli € [a]
» Vv, = s B;+skli|-G + noise, foralli € [A]
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Building SMS with Input S

(' takes as input an FHE ciphertext ct
and computes FHE. Eval (f, X, ct)

Size poly (|y|, A)
“Independent of | X |~

Ac (ct,ul,...,ua,vl,...,v) -
X > < ’ - Y
Bob
Ao + EvalPK (crs, C) sk + FHE. KeyGen (1%)

ct < FHE.Enc(sk,y)
s < (1,random) € Zj
u; = s' A; +ctli] - G + noise, for alli € [a]
s B; + sk |i] - G + noise, for alli € [A]
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Building SMS with Input Succinctness
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Building SMS with Input Succinctness

(ct,uy, ..., Uy, V1, ..., V3)

Alice
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Building SMS with Input Succinctness

(ct,ul,...,ua,vl,...,V5)

Alice

wo < EvalCT (crs, uy, ..., u,, vy, ..., v, C, ct)

74



Building SMS with Input Succinctness

(ct,ul,...,ua,vl,...,V5)

Alice

wo < EvalCT (crs, uy, ..., u,, vy, ..., v, C, ct)
we[l] = s' (Ag + (C(ct), sk) - G) [1] + noise
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Building SMS with Input Succinctness

(ct,ul,...,ua,vl,...,V5)

Alice

wo < EvalCT (crs, uy, ..., u,, vy, ..., v, C, ct)
we[l] = s' (Ag + (C(ct), sk) - G) [1] + noise

= s A¢g[1] + (C (ct), sk) + noise
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Building SMS with Input Succinctness

(ct,ul,...,ua,vl,...,V5)

Alice

wo < EvalCT (crs, uy, ..., u,, vy, ..., v, C, ct)
we[l] = s' (Ag + (C(ct), sk) - G) [1] + noise

= s A¢g[1] + (C (ct), sk) + noise

= s A¢[1] + (FHE. Eval (f, (X, ct)), sk) + noise
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Building SMS with Input Succinctness

(ct,ul,...,ua,vl,...,V5)

Alice
wo < EvalCT (crs, uy, ..., u,, vy, ..., v, C, ct)

wc[l] = s' (Ag + (C(ct), sk) - G) [1] + noise
= s A¢g[1] + (C (ct), sk) + noise

s A¢[1] + (FHE. Encrypt (sk, f(X,y)), sk) + noise
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Building SMS with Input Succinctness

(ct,ul,...,ua,vl,...,V5)

Alice

wo < EvalCT (crs, uy, ..., u,, vy, ..., v, C, ct)
= s (Ag+ (C(ct), sk) - G) [1] + noise

we [1]

1]

1]

+ (C (ct), sk) + noise
+ (FHE. Encrypt (sk, f(X,vy)), sk) -+ noise

+ ~f(X,y) + noise
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Building SMS with Input Succinctness

(ct,uy, ..., Uy, V1, ..., V3)

Alice

zg =5 Acg[l] + %f(X, y) + noise
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Building SMS with Input Succinctness

(ct,ul,...,ua,vl,...,V5) 7-:3
N

Alice Bob
s := (1, random)

zg =5 Acg[l] + %f(X, y) + noise
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Building SMS with Input Succinctness

(Ct7u17-.-7ua7 Vl,--.’V/B) A_C ?v?
A

Alice Bob
s := (1, random)

za:=s"Ac[l]+ $f(X,y) + noise
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Building SMS with Input Succinctness

(Ct, Uy, ..., Ugy V1, «.., Vﬁ) Ao “;‘v‘:‘
A

Alice Bob
s := (1, random)

zg =5 Acg[1]+ +f(X,y) + noise zpi= — (s Ag) [1]
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Building SMS with Input Succinctness

(Ct, Uy, ..., Ugy V1, «.., VB) Ao “0‘9‘3‘
-

Alice Bob
s := (1, random)

zg =5 Acg[1]+ +f(X,y) + noise zpi= — (s Ag) [1]

ZA4 + 2B = gf(X,y)—l—noise "
p
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Building SMS with Input Succinctness

(Ct, Uy, ..., Ugy V1, «.., Vﬁ) Ao “;‘v‘:‘
A

Alice Bob
s := (1, random)

2ai=[sTAGl + Lf(X,y) + noise], z5:= —[(s" Ac) [1]],
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Building SMS with Input Succinctness

Lemma (Rounding of Noisy Shares): O
Assuming LWE with superpolynomial ;.

Alice modulus-to-noise ratio, rounding of two Bob
noisy shares results in additive shares. s := (1, random)

zai=[sTAc(l] + £f(X,y) + noise], zp:= —[(sT Ac) [1]],

=sTA¢ 1]+ f(X,y) (mod p) = —(s"A¢g)[1] (mod p)
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Building SMS with Input Succinctness

o

Alice Bob
s := (1, random)

za:=[sTAg ]+ Lf(X,y) + noise|, zp:= —[(s'Ac)[1]],

=sTA¢ 1]+ f(X,y) (mod p) = —(s"Ag) 1] (mod p)

24+ 26 = f(X,y) U
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Long outputs?



Long outputs?

Too long to explain;
|ldea: “Bootstrap” from SMS for vector OLE [ARS’24]
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