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Application: secure computation
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Application: secure computation

Secure computation: “Under the hood”
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Existing Pseudorandom Correlations
[BCGIO'17][BCGI'18][BCGIKS’19] and followups.

Existing constructions focus on additive 2-party correlations
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What about non-additive correlations?

For example: Shamir Secret Shares of a target correlation?
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What about non-additive correlations?

For example: Pseudorandom Permutations? (each party gets = (i) for a random )
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What about non-additive correlations?

For example: Pseudorandom Permutations? (each party gets = (i) for a random )
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Why non-additive correlations?

Shamir Secret Shares of a correlation:

Unlocks silent preprocessing for threshold multi-party computation.
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Why non-additive correlations?

Shamir Secret Shares of a correlation:

Unlocks silent preprocessing for threshold multi-party computation.

Pseudorandom permutations:
Enables more bandwidth-efficient anonymous broadcast protocols.

"There is no good non-interactive means of enabling all players to
select distinct message position." — Golle & Juels, EUROCRYPT 2004
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Why non-additive correlations?

Local sampling of pseudorandom permutations enables more
bandwidth-efficient anonymous broadcast protocols.
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Why non-additive correlations?

Local sampling of pseudorandom permutations enables more
bandwidth-efficient anonymous broadcast protocols.
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Building correlation generators
for non-additive correlations
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ct, < Encrypt (pk,z)
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Tool: Homomorphic Secret Sharing ¢!"°]
ct, < Encrypt (pk,z)

(pk, ek 4, cty) = (pk, ek, cty)
. Trusted Setup
0 A

(pk, ek 4, ct,) Alice BOb (Pk,ekp, cty)

z4 < Eval (pk, f, ek4,ct;) zp < Eval (pk, f, ekp,ct;)
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Tool: Homomorphic Secret Sharing F¢!°!
With Simulatable Memory Shares[CVPR23]
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Tool: Homomorphic Secret Sharing F¢!°!
With Simulatable Memory Shares[CVPR23]

zoa — 2z = [ (=)

Bob’s memory share can be programmed
to produce a scaled output for public (¢!
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Constructing HSS for Degree-1 Shamir Shares
From HSS with Simulatable Memory Shares

Main Idea: manipulate and reframe the
values of the share held by each party
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Constructing HSS for Degree-1 Shamir Shares
From HSS with Simulatable Memory Shares
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Constructing HSS for Degree-1 Shamir Shares
From HSS with Simulatable Memory Shares
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Constructing HSS for Degree-1 Shamir Shares
From HSS with Simulatable Memory Shares

ekA ZA Eval (pka f7 ekA7Ctaz)
°.° zp < Eval (pk, f, ekp,ct;)

dd
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Constructing HSS for Degree-1 Shamir Shares
From HSS with Simulatable Memory Shares

ek 4 My <+ Simg (1)‘) Sampled independently of any a

\

ekB ." Ml(gl) < Sim1 (MA, al)
> Same evaluation key, but

different memory shares!

ekBA Méz) < Sim1 (MA,az)
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Constructing HSS for Degree-1 Shamir Shares
From HSS with Simulatable Memory Shares

ek 4 6 z4 < Eval (pk, f, ekga,ct;) _
Use simulatable memory

shares with constants ¢;
ekB ?v? Z(l)
A& B

\

< Eval’ (pk, f, ekp,cts, 1)

< (2) / 1+ 1
&l 2, < Eval (pk, f, ekp,cty, as)
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Constructing HSS for Degree-1 Shamir Shares
From HSS with Simulatable Memory Shares

ekA. z4 < Eval (pk, f, ekga,ct;) ZA

o :

“ zBl — Eval’(pk, f, ekp,cty, o) Scale each party’s share locally
- s; + (i+1)2Y
ekp @) :
“ zy < Eval (pk, f, ekp,cty, as)

/
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Claim: z4 and s; + (i + 1)zg) are evaluations of the

polynomial q(¢) = f(x) + £(z4 — f(x))on {1,2,...,n}
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Claim{ z4 jand s; < (i + 1)zg) are evaluations of the

polynomial q(¢) = f(x) + £(z4 — f(x))on {1,2,...,n}

q(1) = fay + za —fha) Lza )W
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Claim: 24 and s; %are evaluations of the
polynomial ¢ () = f(z) + £(z4a — f(x))on {1,2,...,n}

q(1) = floy + za —flx)=2a v

q(2) = 2za4— f(z) =222~ A_ZB ‘\/
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Claim: 24 and s; %are evaluations of the
polynomial ¢ () = f(z) + £(z4a — f(x))on {1,2,...,n}

a(1) = oy + za —fa) =24 V)
q(2) = 2z4— f(x) =224 — a —zg)) — ZZg) \/
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Claim: z4 and s; + (i + 1)zg) are evaluations of the
polynomial ¢ () = f(z) + £(z4 — f(x))on {1,2,...,n}

q(1) = floy + za —flx)=2a v
q(2) = 2z4— f(x) =224 — A—zg)) :2zg) ‘/

g(3) = 324 —2f(z szf—%—zB): 2
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Claim: z4 and s; + (i + 1)zg) are evaluations of the

polynomial q(¢) = f(x) + £(z4 — f(x))on {1,2,...,n}

q(1) = flay + za—fHa)y =24 v
q(2) = 224 — f(z) =222 — A—Zg)) =225

q(3) = 3z4—2f(x) =324 —3{za — zg)) = 3zg) v

q(0) = f(z)

So all parties have Degree-1 Shamir Secret Shares of f (m)' .y



Compressing Degree-1 Shamir Shares

From HSS with Simulatable Memory Shares

Correctness: Analysis on the previous
slide shows that each party gets an
evaluation of the polynomial ¢ (¢) where
q(0) = f(x) Correctness then follows
from HSS correctness by letting f be a
target correlation function.

Security: When the HSS output
shares are pseudorandom, the
resulting sharing is indistinguishable
from a random Degree-1 Shamir

Sharing of f (z).
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Beyond Degree 1
Threshold-Shared Correlations



Degree-t Shamir Shares of Constant-Degree Correlations
Whenn —t = O (1), from LPN + MQ

Main idea: split each value into pieces over t-subsets (replicated sharing), which
the parties can convert to degree-t Shamir shares locally.

Each cross term of g - b only involves the O (1) parties that hold one of its
factors, so an existing constant-party DPFICXY2] can distribute it.

See paper for details!
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Building Pseudorandom
Permutations



Constructing Pseudorandom Permutations
From Compressed Degree-1 Shamir Secret Shares

Insight: A permutation of {0, 1,2} can be generated from a degree-1 Shamir
sharing of a bit over [F3, where the bit is encoded as the coefficient of the sharing
polynomial rather than as its constant term.
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Constructing Pseudorandom Permutations
From Compressed Degree-1 Shamir Secret Shares

Insight: A permutation of {0, 1,2} can be generated from a degree-1 Shamir
sharing of a bit over [F3, where the bit is encoded as the coefficient of the sharing
polynomial rather than as its constant term.

Define: p(y) = z4 + py where z4 € F3 and p € {0,1}
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Constructing Pseudorandom Permutations
From Compressed Degree-1 Shamir Secret Shares

Insight: A permutation of {0, 1,2} can be generated from a degree-1 Shamir
sharing of a bit over [F3, where the bit is encoded as the coefficient of the sharing
polynomial rather than as its constant term.

Define: p(y) = z4 + py where z4 € F3 and p € {0,1}

p (O) — ZA  The secretis the slope y (not p(0)), so Alice can safely hold p(0).
D p(-y =z ()
£ (1) — 24+ Zp T fA — QU = p(—Oé)
— p — <4 K M is a PRF bit computed under HSS. 61



Constructing Pseudorandom Permutations
From Compressed Degree-1 Shamir Secret Shares

Insight: A permutation of {0, 1,2} can be generated from a degree-1 Shamir
sharing of a bit over [F3, where the bit is encoded as the coefficient of the sharing
polynomial rather than as its constant term.

Define: p(y) = z4 + py where z4 € F3 and p € {0,1}

p(0) = z4
(o)

S p(-l)=za—p zA— P+ 2

am P(1)=za+p zat+p+1

Fixed public shifts = always distinct
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Constructing Pseudorandom Permutations
From Compressed Degree-1 Shamir Secret Shares

Claim: the three shares are always pairwise distinct, i.e. a permutation of {0, 1, 2}.
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Constructing Pseudorandom Permutations
From Compressed Degree-1 Shamir Secret Shares

Claim: the three shares are always pairwise distinct, i.e. a permutation of {0, 1, 2}.

p=0: (z,z+2,z+1)

x=0 x=1 x=2

x €clFs u E{O,l}

B -

0
= T — W+ 2 2 0 1

Al

= ztp+l 1 2 0
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Constructing Pseudorandom Permutations
From Compressed Degree-1 Shamir Secret Shares

Claim: the three shares are always pairwise distinct, i.e. a permutation of {0, 1, 2}.
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Constructing Pseudorandom Permutations
From Compressed Degree-1 Shamir Secret Shares

Claim: the three shares are always pairwise distinct, i.e. a permutation of {0, 1, 2}.
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Full results In the paper:

Assumptions Correlation # Parties
Prior Work iO + MKFHE Any reverse-samplable correlation n
[ASY’22]
Prior Work LWE Linear-output correlations (incl. Shamir) n
[DHRW’16] + [CDI’05]
Prior Work LPN Degree-1 Shamir Shares of const. degree poly n
[ABGIKM’24] + [BCGIKS’19]
This work (PCF) HSS + PRF in NC1 | Degree-1 Shamir Shares of any NC1 correlation n
This work (PCG) LPN + MQ Degree-t Shamir Shares of const. degree poly n
(n-t=0(1))
This work (PCG) LPN + MQ Linear threshold shares of const. degree poly n
(t=0(1))
This work (PCF) HSS + PRF in NC1 | Permutations 3
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