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Tool: Succinct Non-Interactive Matrix Multiplication
Adapted from protocols described in [ARS’24, BCMPR’24]
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Informal Theorem (Implicit in [ARS’24])

There exists a two-party succinct, non-interactive matrix multiplication
protocol* under any of the following assumptions: DDH, DCR, QR, or LWE.

*For suitable matrix dimensions and suitable finite fields.
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Informal Theorem ([BGI’16 + follow-up work])

There exists a two-party, degree-2 homomorphic secret sharing scheme under
any of the following assumptions: DDH, DCR, QR, or LWE.

110



ct < Encrypt (sk, B,ovw)

< (ska, <t) Trusted Setup (skp. <O
ta @

Alice

111



ct < Encrypt (sk, B,ovw)

<
(ska, ct) Trusted Setup (skp. ct) >- )
ta @

Aice 777707 > T TTTTToo Bob

Compute using succinct matrix
multiplication protocol

4 )
Col Shift Matrix

T
e

k ) 112




ct < Encrypt (sk, B,ovw)

<
Sha o) Trusted Setup (skp. ct) >- b
ta @

Alice T 7777777 > T T T Bob

Compute using HSS

~ )
Row Shift Matrix

\ ) 113




ct < Encrypt (sk, B,ovw)

<
(ska, ct) Trusted Setup (skp. ct) >- )
ta @

Aice 777707 > T TTTTToo Bob

Row Shift Matrix Col Shift Matrix

H T
Je.F

114



ct < Encrypt (sk, B,ovw)

Trusted Setup

FI{ Problem 1: who runs the trusted setup?

115



Fq Problem 2: cannot evaluate HSS over secret shares

Row Shift Matrix Col Shift Matrix
q
, . e 1

116



Succinct Non-Interactive
Matrix Multiplication

Secret-key Homomorphic
Secret Sharing

117



Succinct Non-Interactive
Matrix Multiplication

+ Some
Tricks

Secret-key Homomorphic
Secret Sharing

118



ct < Encrypt (sk, B,ovw)

<
(ska, ct) Trusted Setup (skp. ct) >‘ )
ta @

Aice 777707 > T TTTTToo Bob

Row Shift Matrix Col Shift Matrix

H T

119



ct < Encrypt (sk, B,ow)
(ska, ct) (skp, ct)

ta - (ska, ct) ' tp

Alice Bob

Trick 1: Bob runs the setup! |
I
I

Row Shift Matrix Col Shift Matrix

H T

120



ct < Encrypt (sk, B,ow)
(ska, ct) (skp, ct)

Pq Problem 2: cannot evaluate HSS over secret shares

Row Shift Matrix

Col Shift Matrix

ke
Ty

121




Informal Theorem ([CMPR’23])

Existing homomorphic secret sharing schemes under DDH, DCR, QR, and LWE
have input shares and memory shares where:

122



Informal Theorem ([CMPR’23])

Existing homomorphic secret sharing schemes under DDH, DCR, QR, and LWE
have input shares and memory shares where:

e Input shares are additively-homomorphic ciphertexts encrypted with key sk

123



Informal Theorem ([CMPR’23])

Existing homomorphic secret sharing schemes under DDH, DCR, QR, and LWE
have input shares and memory shares where:

e Input shares are additively-homomorphic ciphertexts encrypted with key sk
e Memory shares of x are additive secret shares of the tuple (z, sk - x)

124



Informal Theorem ([CMPR’23])

Existing homomorphic secret sharing schemes under DDH, DCR, QR, and LWE
have input shares and memory shares where:

e Input shares are additively-homomorphic ciphertexts encrypted with key sk
e Memory shares of x are additive secret shares of the tuple (z, sk - x)

There exists a Mult algorithm that computes additive shares of the product
between an input share and a memory share.
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Results NIDPF with domain size N

Assumptions Communication Comments
Spooky [PHRW1El | | WE OR iO+DDH | log(N) Requires multi-key FHE
This work DCR N2/3
This work QR N2/3
This work LWE N2/3 LWE but “without FHE”
This work SXDH N2/3 Random payload DPF

Still only modestly sublinear. Open problem: 4/ NV or better
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Generalization to succinct “multi-key” homomorphic secret sharing

Additional tricks to construct NIDPFs from the SXDH assumption

Open questions:

e Asymptotically optimal key sizes?
e Concretely efficient construction?
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