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Reason 1 (practice): Spooky encryption is a heavy hammer and unlikely to lead 
concretely efficient protocols.

Reason 2 (diversity): Not having all our eggs in one basket (in terms of 
cryptographic assumptions) is important. 

Reason 3 (theory): Finding alternative ways of building something unlocks new 
insights about the original approach and why it works. 
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Our results

● First construction of multi-key HSS for          from the DCR assumption

● Applications include: 

○ First construction of sublinear, two-round secure computation from DCR

○ Better communication in secure multi-party computation

○ Non-interactive attribute based key exchange in the standard model

First construction of these applications without using spooky encryption
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Joint work with
Elette Boyle, Abhishek Jain, and Akshay Srinivasan

Simultaneous-Message and Succinct
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Remark:               does not guarantee hiding of  
the circuit C,  so         may leak something 
about Alice’s input. We resolve this using the 
transformation of Quach et al. [QWW’18].
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// near-linear decryption of FHE

// correctness of EvalCT

// correctness
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Lemma (Rounding of Noisy Shares): 
Assuming LWE with superpolynomial 
modulus-to-noise ratio, rounding of two 
noisy shares results in additive shares.
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Long outputs?
Too long to explain; 

Short answer: Use SMS for vector OLE [ARS’24]
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Direct applications to

1. First construction of trapdoor hashing beyond linear predicates

2. Generic compiler to correlation-intractable hash functions

3. Generic compiler to rate-1 fully-homomorphic encryption

4. Hubacek–Wichs [HW’15]-style succinct secure computation (from our 
iO-based construction of SMS)
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This thesis: A toolbox for secure computation

● New constructions of succinct, two-round secure computation

● New constructions of constrained PRFs + implementations 

● New constructions non-interactive OT extension + implementations 

● New theory connecting 

○ Rate-1 FHE, succinct computation

○ Trapdoor and correlation-intractable hash functions 

○ Output-succinct secure computation 

● and more… 



So Long, and Thanks for All the Fish!
—  Douglas Adams
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