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Impossible for arbitrary functions

Two-round lower-bound for two party computation [HLP’11]
Attack: Compute f(z1,vy), f(z2, v)..., f(xn, y) using the same pep
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Possible for “secret shared” outputs

-0

Alice Bob

24 < Decode 4 (pep) zp < Decodep (pey)

37



Possible for “secret shared” outputs

0

Alice

za + zp = f(z,y)

24 < Decode 4 (pep) zp < Decodep (pey)

38



Possible for “secret shared” outputs

za + zp = f(z,y)

24 < Decode 4 (pep) zp < Decodep (pey)

39



Possible for “secret shared” outputs

0

Alice

za + zp = f(z,y)

Y ‘7
|f(w,y)|

“Public Reconstruction”

!A A‘
e O
-
4

i
Bob

Y

40



A history of secure computation



A history of (two-round) secure computation

Garbled Circuits [Yao'806]

- @ 2.

42



A history of (two-round) secure computation

Garbled Circuits [Yao'806]

e

Y

43



A history of (two-round) secure computation

Garbled Circuits [Yao'806]

e

44



A history of (two-round) secure computation

Garbled Circuits [Yao'806]
‘ < H
-

Pros:

e Two rounds (assuming two-round OT)
e Requires minimal assumptions v/

45



A history of (two-round) secure computation

Garbled Circuits [Yao'806]
. < H
-

Pros:

e Two rounds (assuming two-round OT) v/
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Why be spooked by spooky
encryption?

Reason 1 (practice): Spooky encryption is a heavy hammer and unlikely to lead
concretely efficient protocols.

Reason 2 (diversity): Not having all our eggs in one basket (in terms of
cryptographic assumptions) is important.

Reason 3 (theory): Finding alternative ways of building something unlocks new
insights about the original approach and why it works.
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Implies two-round secure computation

Implies key agreement (and so it is black-box separable from OT [GKM+00])
Public reconstruction: Alice and Bob can publicly disclose the output
Optimal output size (same size as the function output)
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Minimal Requirements <> Easy Deployments

e Easy to deploy protocols that don’'t depend on people
e Truly “asynchronous” model of communication
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Multi-key Homomorphic Secret Sharing

Joint work with
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Homomorphic Secret Sharing [BGI’16]
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Our results

e First construction of multi-key HSS for NC!from the DCR assumption
e Applications include:
o First construction of sublinear, two-round secure computation from DCR
o Better communication in secure multi-party computation

o Non-interactive attribute based key exchange in the standard model

First construction of these applications without using spooky encryption
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Bob
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What can we dream of?

bD

Bob
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What can we dream of?

Alice learns ¥ <. Optimal communication |y| .
X ‘ y “o‘;‘?‘ y
P

Alice Bob

f(X,y)
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Use Multi-Key Homomorphic Secret Sharing?

Alice Bob
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Use Multi-Key Homomorphic Secret Sharing?

X peA>< pe 5 @y

Alice Bob
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Can we get a “fully succinct” protocol?

lpe,| < (IX|° +|f(X,y)|°) forall o € {A, B}

X i > i ?: Y

Alice Bob

(pe4, sta) < Encodey (f, X) (Pep, stp) < Encodeg (f,y)
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Can we get a “fully succinct” protocol?

lpe,| < (IX|° +|f(X,y)|°) forall o € {A, B}

“Input and Output succinctness”

P€ 4 PE€p - y
> - il
Bob

(pe4, sta) < Encodey (f, X) (Pep, stp) < Encodeg (f,y)
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Simultaneous-Message and Succinct
(SMS)
Secure Computation

Joint work with

Elette Boyle, Abhishek Jain, and Akshay Srinivasan




The "magic” scheme
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The "magic” scheme

Hash (X ) —
x 0

Alice
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The "magic” scheme

Hash (X ) —
X N

Alice Bob

PE€4

bD

148



The "magic” scheme

ct, := Encrypt (&, y)

Hash(‘X)%
X P, @y

Alice Bob

PE€4
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The "magic” scheme

ct, := Encrypt (&, y)
Pe4 Cly := Encrypt (%7 q\)

Hash(‘X)%

Alice Bob
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The "magic” scheme

ct, := Encrypt (&, y) |
Hash —> Pey ct := Encrypt (¥, %)

‘ — ~ - y
> < -

Alice Bob

- P€R
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The "magic” scheme

ct, := Encrypt (&, y) |
2N

- peB
Hash — Pey Cta:= Encrypt (%,%)
€ € OO
X 1 e D,
Alice Bob

ct + Eval (f,x cty)
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The "magic” scheme

ct, := Encrypt (&, y) |
RN

- peB
Hash — Pey Cta:= Encrypt (%,%)
€ € OO
X ‘ e D,
Alice Bob

ct + Eval (f,x cty)

z4 < Magic (ctq_, ct)

153



The "magic” scheme

ct, := Encrypt (&, y) |
S\

> Pé€
Hash — Pe4 Cta := Encrypt (&, %) ’
X‘ e s [,
i
Alice Bob
ct < Eval (f,X cty) zp < Magic (pey,%)

z4 < Magic (ctq_, ct) 15
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Ingredient I: FHE from LWE with “nice” decryption
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FHE.KeyGen (1%) : sk & (z771, 1)
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Ingredient I: FHE from LWE with “nice” decryption
FHE.KeyGen (1%) : sk & (z771, 1)

FHE.Encrypt (sk, ) : (—a, (a, sk) L noise)
p
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Ingredient I: FHE from LWE with “nice” decryption
FHE.KeyGen (1%) : sk & (z771, 1)

FHE.Encrypt (sk, ) : (—a, (a, sk) L noise)
p

FHE.Decrypt (sk, ct) : |(ct,sk) ],
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Ingredient I: FHE from LWE with “nice” decryption

FHE.Decrypt (sk, ct) : [(ct,sk) ],

(ct,sk) = 92 + noise
p
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Ingredient I: FHE from LWE with “nice” decryption

FHE.Decrypt (sk, ct) : [(ct,sk) ],

(ct,sk) = 92 + noise
p

“Near linear decryption” 161




Ingredient Il: GVW Evaluation Algorithms
Building blocks from [GVW’15]: crs = (A, ..., A,, By,...Bp)

e EvalPK (crs,C) — Ag.
Input: CRS and a circuit C' : {0,1}% — Zﬁ

Output: a public matrix Ao € Z”Xk

e EvalCT (crs, up, ..., Uy, Vi, ..., vg,C, &) — W(
Input: CRS, o + [ ciphertexts, the circuit C' and public input a where:

TA;+ali]- G+ noise, foralli € [a]
vi = s'B,; +bli]- G + noise, foralli € [f]
Output: a ciphertext wgo = s (AC + <C’ (d), f)> - G) + noise
162
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Ingredient Il: GVW Evaluation Algorithms

Building blocks from [GVW’15]: crs = (A, ..., A,, By,...Bp)

e EvalPK (crs,C) — Ag.
Input: CRS and a circuit C': {0,1}* — Zg
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Ingredient Il: GVW Evaluation Algorithms

Building blocks from [GVW’15]: crs = (A, ..., A,, By,...Bp)

e EvalPK (crs,C) — Ag.
Input: CRS and a circuit C' : {0,1}% — Zﬁ

Output: a public matrix Ao € Z”Xk
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Ingredient Il: GVW Evaluation Algorithms

Building blocks from [GVW’15]: crs = (A, ..., A,, By,...Bp)

e EvalCT (crs, U, ..., Uy, V1, ..., Vg, C, &) — W(

165



Ingredient Il: GVW Evaluation Algorithms

Building blocks from [GVW’15]: crs = (A, ..., A,, By,...Bp)

e EvalCT (crs, up, ..., Uy, Vi, ..., vg,C, &) — W(
Input: CRS, o + [ ciphertexts, the circuit C' and public input a where:
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Ingredient Il: GVW Evaluation Algorithms

Building blocks from [GVW’15]: crs = (A, ..., A,, By,...Bp)

e EvalCT (crs, up, ..., Uy, Vi, ..., vg,C, &) — W(
Input: CRS, o + [ ciphertexts, the circuit C' and public input a where:

u, = s' A; +ali]- G+ noise, foralli € [a]
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Ingredient Il: GVW Evaluation Algorithms

Building blocks from [GVW’15]: crs = (Aq, ..

e EvalCT (crs, ug, ..., Uy, V1, ..
Input: CRS, o + [ ciphertexts, the circuit C' and public input a where:

u;

A\

., v, C, &) — W(

s'A;+ali] - G+ noise, foralli € [a]
s'B; +bli]- G+ noise, for alli € [f]

A, By,...

Bj)
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Ingredient Il: GVW Evaluation Algorithms
Building blocks from [GVW’15]: crs = (A, ..., A,, By,...Bp)

e EvalCT (crs, up, ..., Uy, Vi, ..., vg,C, &) — W(
Input: CRS, o + [ ciphertexts, the circuit C' and publicinput a where:

s'"A; +ali]- G+ noise, foralli € [o] | LWE ciphertexts

u; —
encrypted with key

vi =s'B; +bl[i]- G+ noise, for alli € [f]
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Ingredient Il: GVW Evaluation Algorithms

Building blocks from [GVW’15]: crs = (A, ..., A,, By,...Bp)

e EvalCT (crs, up, ..., Uy, Vi, ..., vg,C, &) — W(
Input: CRS, o + [ ciphertexts, the circuit C' and public input a where:

s'A;+ali] - G+ noise, foralli € [a]
vi = s'B,; +bli]- G + noise, foralli € [f]
Output: a ciphertext wgo = s (AC + <C’ (d), f)> - G) + noise
170
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SMS Secure Computation
Getting input succinctness

Output succinctness will come later



Building SMS with Input Succinctness

Hash — P€4y
P€4 P€p “‘ “b
Ad
Alice Bob

ct + Eval (f,x cty)

z4 < Magic (ctq_, ct) 174



Building SMS with Input Succinctness

o, U
X0 =. .=~ 9.
-y &

“~- ‘e ’ 175



Building SMS with Input Succinctness

EvalPK (X ) — e
@ =. .= 2

ct + EvalCT (AX cty)

-g - 176



Building SMS with Input Succinctness
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f:{0,1}P'¢ x {0,135 — {o0,1}
Building SMS with Input Succinctness
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f:{0,1}%'¢ x {0,135 — {o0,1}
Building SMS with Input Succinctness

« 0

Alice
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f:{0,1}%'¢ x {0,135 — {o0,1}
Building SMS with Input Succinctness

(' takes as input an FHE ciphertext ct
and computes FHE. Eval (f, X, ct)

« 0

Alice

180



f:{0,1}P'¢ x {0,135 — {o0,1}
Building SMS with Input Succinctness

C' takes as input an FHE ciphertext ct crs = (A, ..., Aq, By,. --BB)
and computes FHE. Eval (f, X, ct)

« 0

Alice
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f:{0,1}P'¢ x {0,135 — {o0,1}
Building SMS with Input Succinctness

C' takes as input an FHE ciphertext ct crs = (A, ..., Aq, By,. --BB)
and computes FHE. Eval (f, X, ct)

« 0

Alice

A + EvalPK (crs, C)
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f:{0,1}%¢ x {0,1}*™" — {0,1}

|AC| = poly (depth (0)7 )‘) T Bl,...Bﬂ)

“It's very small”
Ol
= N y
Bob

A + EvalPK (crs, C)

183



Remark: EvalPK does not guarantee hiding of
the circuit C, so A ¢ may leak something

about Alice’s input. We resolve this using the
transformation of Quach et al. [QWW’18]. €S| = (A1, ..., Aq, By,...By)

X Ac

o)
o)

Alice Bob
A + EvalPK (crs, C)
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Building SMS with Input Succinctness

C takes as input an FHE ciphertext ct crs = (Aq, ..., Aq, By,...Byp)
and computes FHE. Eval (f, X, ct)

A o

X A > P Y
Bob

Ao + EvalPK (crs, C) sk + FHE. KeyGen (1%)
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Building SMS with Input Succinctness

C takes as input an FHE ciphertext ct crs = (Aq, ..., Aq, By,...Byp)
and computes FHE. Eval (f, X, ct)

AC )

X > a y
Bob
Ao + EvalPK (crs, C) sk + FHE. KeyGen (1%)

ct < FHE.Enc(sk,y)
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Building SMS with Input Succinctness

C takes as input an FHE ciphertext ct crs = (Aq, ..., Aq, By,...Byp)
and computes FHE. Eval (f, X, ct)

AC ‘o"?
X > Pro-N y
Bob
Ao + EvalPK (crs, C) sk + FHE. KeyGen (1%)

ct < FHE.Enc(sk,y)
s < (1,random) € Zj
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Building SMS with Input Succinctness

C takes as input an FHE ciphertext ct crs = (Aq, ..., Aq, By,...Byp)
and computes FHE. Eval (f, X, ct)

AC ‘o"?
X > Pro-N y
Bob
Ao + EvalPK (crs, C) sk + FHE. KeyGen (1%)

ct < FHE.Enc(sk,y)
s < (1,random) € Zj
u; = s' A; +ctli] - G + noise, for alli € [a]
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Building SMS with Input Succinctness

C takes as input an FHE ciphertext ct crs = (Aq, ..., Aq, By,...Byp)
and computes FHE. Eval (f, X, ct)

AC ‘o"?
X > Pro-N y
Bob
Ao + EvalPK (crs, C) sk + FHE. KeyGen (1%)

ct < FHE.Enc(sk,y)
s < (1,random) € Zj
u; = s' A; +ctli] - G + noise, for alli € [a]
s B; + sk |i] - G + noise, for alli € [A]

189

S
|



Building SMS with Input Succinctness

C takes as input an FHE ciphertext ct crs = (Aq, ..., Aq, By,...Byp)
and computes FHE. Eval (f, X, ct)

Ac °s

X > Pro-N y
Bob
Ao + EvalPK (crs, C) sk + FHE. KeyGen (1%)

ct < FHE.Enc(sk,y)
s < (1,random) € Zj
u; = s' A; +ctli] - G + noise, for alli € [a]
s B; + sk |i] - G + noise, for alli € [A]

190

Nested encryption of ¥
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Building SMS with Input Succinctness

C takes as input an FHE ciphertext ct crs = (Aq, ..., Aq, By,...Byp)
and computes FHE. Eval (f, X, ct)

AC ‘o‘v‘o'
X > Pro-N y
Bob
Ao + EvalPK (crs, C) sk + FHE. KeyGen (1%)

ct < FHE.Enc(sk,y)
s < (1,random) € Zj
u; = s' A; +ctli] - G + noise, for alli € [a]
» Vv, = s B;+skli|-G + noise, foralli € [A]
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Encryption of sk




Building SMS with Input S

(' takes as input an FHE ciphertext ct
and computes FHE. Eval (f, X, ct)

Size poly (|y|, A)
“Independent of | X |~

Ac (ct,ul,...,ua,vl,...,v) -
X > < ’ - Y
Bob
Ao + EvalPK (crs, C) sk + FHE. KeyGen (1%)

ct < FHE.Enc(sk,y)
s < (1,random) € Zj
u; = s' A; +ctli] - G + noise, for alli € [a]
s B; + sk |i] - G + noise, for alli € [A]
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Building SMS with Input Succinctness

Alice
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Building SMS with Input Succinctness

(ct,uy, ..., Uy, V1, ..., V3)

Alice
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Building SMS with Input Succinctness

(ct,ul,...,ua,vl,...,V5)

Alice

wo < EvalCT (crs, uy, ..., u,, vy, ..., v, C, ct)
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Building SMS with Input Succinctness

(ct,ul,...,ua,vl,...,V5)

Alice

wo < EvalCT (crs, uy, ..., u,, vy, ..., v, C, ct)
we[l] = s' (Ag + (C(ct), sk) - G) [1] + noise
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Building SMS with Input Succinctness

(ct,ul,...,ua,vl,...,V5)

Alice

wo < EvalCT (crs, uy, ..., u,, vy, ..., v, C, ct)
we[l] = s' (Ag + (C(ct), sk) - G) [1] + noise

= s A¢g[1] + (C (ct), sk) + noise
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Building SMS wit

(ct, ug, ..., u,

Alice
we < EvalCT (crs, uy, ...

woll] = sT (A + (C(ct), sk) - G) [1] + noise

= s A¢g[1] + (C (ct), sk) + noise
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Building SMS with Input Succinctness

(ct,ul,...,ua,vl,...,V5)

Alice

wo < EvalCT (crs, uy, ..., u,, vy, ..., v, C, ct)
we[l] = s' (Ag + (C(ct), sk) - G) [1] + noise

= s A¢g[1] + (C (ct), sk) + noise

= s A¢[1] + (FHE. Eval (f, (X, ct)), sk) + noise
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Building SMS with Input Succinctness

(ct,ul,...,ua,vl,...,V5)

Alice
wo < EvalCT (crs, uy, ..., u,, vy, ..., v, C, ct)

wc[l] = s' (Ag + (C(ct), sk) - G) [1] + noise
= s A¢g[1] + (C (ct), sk) + noise

s A¢[1] + (FHE. Encrypt (sk, f(X,y)), sk) + noise
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Building SMS with Input Succinctness

(ct,ul,...,ua,vl,...,V5)

Alice
wo < EvalCT (crs, uy, ..., u,, vy, ..., v, C, ct)

wc[l] = s' (Ag + (C(ct), sk) - G) [1] + noise
= s A¢g[1] + (C (ct), sk) + noise

= s ' A¢ [1] + (FHE. Encrypt (sk, f (X, y)), sk) + noise

— STAC ]_ + %f(X, y) + noise 201



Building SMS with Input Succinctness

(ct,uy, ..., Uy, V1, ..., V3)

Alice

zg =5 Acg[l] + %f(X, y) + noise
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Building SMS with Input Succinctness

(ct,ul,...,ua,vl,...,V5) 7-:3
N

Alice Bob
s := (1, random)

zg =5 Acg[l] + %f(X, y) + noise
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Building SMS with Input Succinctness

(Ct7u17-.-7ua7 Vl,--.’V/B) A_C ?v?
A

Alice Bob
s := (1, random)

za:=s"Ac[l]+ $f(X,y) + noise
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Building SMS with Input Succinctness

(Ct, Uy, ..., Ugy V1, «.., Vﬁ) Ao “;‘v‘:‘
A

Alice Bob
s := (1, random)

zg =5 Acg[1]+ +f(X,y) + noise zpi= — (s Ag) [1]
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Building SMS with Input Succinctness

(Ct, Uy, ..., Ugy V1, «.., VB) Ao “0‘9‘3‘
-

Alice Bob
s := (1, random)

zg =5 Acg[1]+ +f(X,y) + noise zpi= — (s Ag) [1]

24 + 2z = g]”(X,y) + noise
p
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Building SMS with Input Succinctness

(Ct, Uy, ..., Ugy V1, «.., Vﬁ) Ao “;‘v‘:‘
A

Alice Bob
s := (1, random)

2ai=[sTAGl + Lf(X,y) + noise], z5:= —[(s" Ac) [1]],
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Building SMS with Input Succinctness

Lemma (Rounding of Noisy Shares): O
Assuming LWE with superpolynomial ;.

Alice modulus-to-noise ratio, rounding of two Bob
noisy shares results in additive shares. s := (1, random)

zai=[sTAc(l] + £f(X,y) + noise], zp:= —[(sT Ac) [1]],

=sTA¢ 1]+ f(X,y) (mod p) = —(s"A¢g)[1] (mod p)
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Building SMS with Input Succinctness

o

Alice Bob
s := (1, random)

za:=[sTAg ]+ Lf(X,y) + noise|, zp:= —[(s'Ac)[1]],

=sTA¢ 1]+ f(X,y) (mod p) = —(s"Ag) 1] (mod p)

za + 2B = f(X,y)

209



Long outputs?



Long outputs?

Too long to explain;
Short answer: Use SMS for vector OLE [ARS'24]



Applications of SMS



SMS Secure Computation

Direct applications to
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SMS Secure Computation

Direct applications to

1. First construction of trapdoor hashing beyond linear predicates
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2. Generic compiler to correlation-intractable hash functions
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SMS Secure Computation

Direct applications to

1. First construction of trapdoor hashing beyond linear predicates
2. Generic compiler to correlation-intractable hash functions

3. Generic compiler to rate-1 fully-homomorphic encryption
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SMS Secure Computation

Direct applications to

1.

2
3.
4

First construction of trapdoor hashing beyond linear predicates
Generic compiler to correlation-intractable hash functions
Generic compiler to rate-1 fully-homomorphic encryption

Hubacek—Wichs [HW’15]-style succinct secure computation (from our
i0O-based construction of SMS)

217
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This thesis: A toolbox for secure computation

e New constructions of succinct, two-round secure computation

e New constructions of constrained PRFs + implementations

e New constructions non-interactive OT extension + implementations

S

e New theory connecting
o Rate-1 FHE, succinct computation
o Trapdoor and correlation-intractable hash functions

o  Output-succinct secure computation




This thesis: A toolbox for secure computation

e New constructions of succinct, two-round secure computation

e New constructions of constrained PRFs + implementations

e New constructions non-interactive OT extension + implementations

S

e New theory connecting
o Rate-1 FHE, succinct computation
o Trapdoor and correlation-intractable hash functions

o  Output-succinct secure computation

e and more...



So Long, and Thanks for All the Fish!

— Douglas Adams
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